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BETTER SECURITY IS NO LONGER A LUXURY.
IT IS A NECESSITY.

The growing threat of your data being compromised is underscored by
expectations for rigorous governance and secure handling of key documents.
In this environment, the need for an agile workforce with access to business
information anywhere, any time, on any device, redoubles the challenge.
Moving to the cloud can provide the security and governance required, the
accessibility your business needs, and the added benefits of predictable costs
with an enhanced user experience.
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CLOUD SECURITY
IS SAFER

(|

In fact, moving your data to a reputable
cloud hosting service such as Amazon Web
Services or Microsoft Azure provides a level
of security that can't be duplicated on site.
That's because most organizations simply
don't have the financial or staffing resources
to provide the same security benefits as large
cloud services providers can.”

[

N(
Tommy Montgomery,

Director of Information Security, Quest Softwar



https://techbeacon.com/contributors/tommy-montgomery

Cloud service providers
engineer every aspect of
their services to meet the
most extreme security
and compliance needs.

Few organizations can or do protect their
on-premises data at the same level an
enterprise cloud solution maintains, 24/7.
Cloud computing environments like iManage
go far beyond what most on-premises systems
possess, securing data to the compliance
levels required of regulations such as ISO
270071, HIPAA, SAS 70 Type II, or NIST 800-53.

This outstrips on-prem in nearly every aspect
of services, including file encryption, 2-factor
authentication, intrusion detection, use of SSL,
and data backups.

[

At Deep Analysis, we believe strongly
that continuing to store your files
and data on premises is becoming an
unacceptable and indefensible risk.”

4\%

Alan Pelz-Sharpe, Founder, Deep Analysis
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Data breach costs,
up from 3.86 million

the previous year (IBM)
Breaches
6 5 4 3 2 1 involving
compromised
| \ ‘ ( ] credentials, the
Average number of months to identify most common

a breach occurred (INFOSEC)

- initial attack vector,
— at an average

— cost of 4.37M per

breach (IBM)

[
Firms that saw an increase in =
cyberattacks in 2020 (INFOSEC) B

|
Organizations that use on-premises
servers that still use the cloud for
at least a portion of their data

protection strategy (Microsoft)

Fewer security incidents for
public cloud services (Gartner)
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https://www.gartner.com/imagesrv/books/cloud/cloud_strategy_leadership.pdf
https://www.ibm.com/security/data-breach
https://resources.infosecinstitute.com/topic/2020-the-years-biggest-hacks-and-cyberattacks/
https://resources.infosecinstitute.com/topic/2020-the-years-biggest-hacks-and-cyberattacks/
https://www.microsoft.com/en-us/microsoft-365/business-insights-ideas/resources/cloud-storage-vs-on-premises-servers
https://www.ibm.com/security/data-breach

BETTER
GOVERNANCE
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The number of assets organizations
manage on average has increased
by 133% year-over-year, from
in 2022 to 393,4%@ in 2023, wh
number of security 111
jumped up by 589%. Data is rep
the most vulnerable type of ass
accounting for nearly 60% of a
security findings. L

—
N
State of Cyber Assets Report (SCAR)



https://info.jupiterone.com/scar-2023
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4%
Nearly 75% of data
S].].B breaches stem from
Sixteen of humans — be it human
Wall Street's largest FIs ~ €ITor, privilege rpisuse,
fined $1.1 billion (total) stole.n credgnt|a!s, or
for conveying business social engineering.
matters on unmonitored (Verizon)

personal devices,
violating SEC record-
keeping laws.

(Finextra)
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75%

UK firms spend the
equivalent of 75% of
UK'’s defence budget

on financial crime
compliance activities

each year.

(Thomson Reuters)

>€2B

GDPR fines exceeded
€2 bnin 2023 — nearly
equal to the fines of

2021 and 2022 combined.

(Enforcement Tracker)

Teams collaborating using
online messaging, file
sharing, or email services
are likely sharing sensitive
information in the cloud.

When your data is moved to the cloud, be
certain that you plug that gap by governing how
your staff uses the cloud. Preset policies that
are enforced by the cloud provider reduce risk.
Optimal use of your cloud services requires not
only for the data to be securely stored but the
ability to govern people and the content they
can access.

The steadily increasing fines and penalties
imposed highlight the critical importance of
compliance in today’s data-driven landscape.

(|

Almost two-thirds (65%) of corporate
risk and compliance professionals said
using technology to streamline and
automate manual processes would help
reduce the complexity and cost of risk
and compliance.

[

\(

Thomson Reuters
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https://www.finextra.com/newsarticle/41027/morgan-stanley-goldman-sachs-among-banks-fined-11-billion-by-sec
https://enforcementtracker.com/
https://www.verizon.com/business/resources/infographics/2023-dbir-infographic.pdf
https://legal.thomsonreuters.com/content/dam/ewp-m/documents/legal/en/pdf/reports/cost-of-compliance-report-final-web.pdf
https://www.thomsonreuters.com/en-us/posts/investigation-fraud-and-risk/risk-compliance-survey-report-2023/

INCREASED [
BUSINESS AGILITY @/
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Don't swap your on-premises system for
a like-for-like cloud alternative. Look for a
cloud alternative that measurably improves
your on-premises system.” i

A
d
Alan Pelz-Sharpe, Founder, Deep Analysis




“More companies, large and small, are
experimenting with different combinations

“Companies need efficient, of cloud technologies. The il
) . They are willing
The 1st, 2nd, and 3rd sgahlable gomfputlng risources to take risks to become more agile, and
without significant upfront service providers are helping them reach
CIoud Challenges investment. Service providers that goal”
= o - helping th lize th
Organlzatlons face al'e. are helping them realize those Jan Erik Aase, Partner and Global Leader,

benefits through public clouds. e e et

M ing cloud d 829 Bernie Hoecker, Partner,
anaging coud spen ° Enterprise Cloud Transformation

Leader, ISG
Security 79%

©,0)

Lack of resources/expertise 78%

Core cloud infrastructure and evolving Migrations to the cloud can be relatively fast,

Companl_es ar_e SOIVIng technologies enable developers to deliver a vast simple, low-risk, and largely automated.
ClOlld Paln POlntS and array of new applications and services. This can

achieving greater aglhty create exponentially more value for the business

than on-premises systems while increasing overall
agility and value to customers.

with a cloud-native
strategy.
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https://www.nasdaq.com/press-release/u.s.-firms-seek-multiple-public-clouds-for-power-agility-2023-12-12
https://www.nasdaq.com/press-release/u.s.-firms-seek-multiple-public-clouds-for-power-agility-2023-12-12
https://info.flexera.com/CM-REPORT-State-of-the-Cloud

PREDICTABLE S
COSTS a=—
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With typical IT organizations

spending over 30% of their budget

on infrastructure, shifting some

or all of this work to the cloud can

save organizations anywhere from
__10-20% of their annual IT budget.”
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‘ Cloud Economics: Making the Business Case for Cloud



https://assets.kpmg/content/dam/kpmg/pdf/2015/11/cloud-economics.pdf

A full cost/benefit
analysis of cloud versus
on premises will almost
always land in favor of
the cloud.

This is due in large part to the cloud solution’'s
more predictable costs and easy scalability.
On-premises solutions require a yearly budget
that covers new equipment and software,
updates and upgrades, highly advanced security,
in-house staff, and outside consultants. Changes
are costly and time-consuming. By moving to
the cloud, the infrastructure costs; as well as

the requisite security and maintenance of that
equipment, are assumed by the cloud provider.

Scaling up or down is quick and painless.

TOP 5 CONSIDERATIONS WHEN MOVING TO THE CLOUD

$3.81M USD

$1.76 M USD

Average amount shaved off the cost

of a breach at organizations having a
mature zero trust approach, compared to
organizations without zero trust (IBM)

Cost mitigation provided through fully-deployed
automation and security artificial intelligence (Al)

compared to organizations without it (IBM)

10


https://www.ibm.com/security/data-breach
https://www.ibm.com/security/data-breach
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Research indicates that the effort of

meeting changing customer needs is
continually evolving for 90 percent of
respondents, and it's the number one
business goal of 46 percent. Another
38 percent say their primary goal is
delivering a best-in-class customer
experience. Given these re
effort to clarify how an organ
technology investments benefit it
customers and its employees is tim
well spent. ’v
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Knowledge Is the New Currency, iManage

J


https://maturity.imanage.com/assets/imanage-commentary-knowledge-is-the-new-global-currency/
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o 84% —5@6—» 36% S

Companies that allow or Knowledge organizations
require employees to use focused on improving the
their personal cell phones employee experience,
for work tasks (Zippia) emphasizing collaboration,

productivity, and
flexible working (iManage)

Any minor inconvenience Automated system updates are a great benefit, g g
- - but that is just the beginning. The end user - . .
experlenced durlng the whether a partner, a staff member, IT, or your Spending by businesses on cloud

migration will be more clients — will find much more adaptability, ease gof[npuStliTglilnfraStmfg[urzisffort%caSt
oto rillion worldwide for the
than compensated fOI' bY of use, and freedom to collaborate, access, and first ?ime, i 2024, This will be driven

positive outcomes.

exchange information — anywhere, any time,

on any device. by factors such as a growing need

to adopt new platforms and as-a-
Collaboration is at a particular advantage service offerings, including artificial

with a cloud-computing solution, and the intelligence (Al) services.”
more effective your solution is at managing

the exchange of documents and information, \(

the greater the advantage.
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https://www.forbes.com/sites/bernardmarr/2023/10/09/the-10-biggest-cloud-computing-trends-in-2024-everyone-must-be-ready-for-now/
http://www.zippia.com/advice/cell-phones-at-work-statistics/
https://maturity.imanage.com/resources/reports/research-report-the-knowledge-work-maturity-model/
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