Smart. Secure. Integrated.

• Easily manage global
security policies at scale
• Minimize your exposure
to data loss
• Enforce security policies
to prevent email data
breaches
• Remove metadata from
documents at subsecond speed

Businesses are at risk
Businesses are being increasingly targeted by cybercriminals to access confidential
and sensitive information, for example business strategies, mergers as well as private
information on their clients. Stolen information can be used by cybercriminals to
blackmail a business and its clients. It can also be used for insider trading.
Stealing information to benefit from insider knowledge is not limited to outside
interference. Businesses that have open access to documents leave themselves
vulnerable to internal “bad actors” using privileged information to benefit themselves
at the expense of the business and the client.
Multiple pressure points
Businesses are increasingly under pressure to protect themselves and their clients from
internal and external threats. This pressure comes from a number of different sources:
Business security – a data breach could seriously impact a business’ reputation,
leading to a loss of existing and future clients. Other effects could be unwanted
media attention as well as legal action for professional negligence and other
lawsuits.

“There are two types of
companies: those that
have been hacked, and
those who don’t know
they have been hacked.”
CISCO CEO,
John Chambers

Client requirements – clients are insisting that businesses implement measures
and policies to protect their data. This requires them to restrict information
access to only those team members who “need-to-know.”
Regulatory compliance – a growing body of new government and industry
regulations are establishing rules and standards for the protection of client data.
Failure to comply can result in severe financial penalties.

Security when and where it matters
This DocsCorp and iManage integration provides businesses with a comprehensive
solution to protect them and their clients from damaging data breaches.
Security Policy Manager allows you to manage your global security policies,
including ethical walls and barriers, at scale to meet today’s increasing
client demands. Security Policy Manager delivers data protection without
inconveniencing professionals by getting in the way of how they want to work.
cleanDocs integrates with Security Policy Manager to enforce global policies
when emailing sensitive documents or client information internally and
externally. Users are immediately prevented from violating policies to prevent
a data breach. Compliant emails are subject to general recipient checking and
metadata cleaning, for single touch-point protection.

Security Policy
Manager
Benefits

• Implement need-toknow security and ethical
walls at scale
• Quickly respond to client
and regulatory audits
• Manage security policies
from anywhere
Supported systems
• iManage Work
• iManage Records
Manager
• Network file shares
• Time entry systems

Easily manage global security policies at scale
Implement and manage ethical walls and client or project / matter centric “need-toknow” security with little impact on organization resources and systems.
Minimize your exposure to data loss
Segregating data helps to minimize the impact of a cyber breach. It limits exposure to
documents accessible only by the person whose credentials have been compromised.
Be more responsive to client and regulatory audits
Advanced notifications, timeline, audit capability and dashboards allow you to monitor,
enforce and report on security polices at the individual, group or organizational level.
Improve performance at scale
Eliminate system performance issues typically associated with large volume security
policy updates. iManage Security Policy Manager is seamlessly integrated with
iManage Work so security updates are efficiently applied.

About iManage
iManage transforms how
professionals in legal,
accounting and financial
services get work done
by combining artificial
intelligence, security
and risk mitigation with
market leading document
and email management.
Contact us:
info@imanage.com
imanage.com

Manage security polices anywhere and anytime
Intuitive modern responsive user interface ensures that security policies can be
managed and monitored on any device – computers, tablets and phones.

About iManage
iManage transforms how professionals in legal, accounting and financial services get
work done by combining artificial intelligence, security and risk mitigation with market
leading document and email management.

cleanDocs
Benefits

• Prevent disclosure of
confidential or sensitive
information
• Reduce financial and
reputational risk
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• Ensure regulatory
compliance
Supported systems
• iManage Security
Policy Manager
• iManage Work 10
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Security policy enforcement for all emails
cleanDocs enforces data protection policies when emailing sensitive documents or
client information internally and externally. cleanDocs checks emails with and without
attachments against Security Policy Manager rules.
Instant alert when policies are about to be breached
Users are immediately prevented from sending emails when security policies are
violated, protecting the firm from a data breach. Users must rectify the recipient list
to proceed.
Out-of-the-box integration
cleanDocs integrates with iManage Security Policy Manager. It is simply a matter of
turning the integration on. Integration with iManage Threat Manager will be available
soon. iManage users will not have to invest in extra servers, connectors, or plug-ins to
integrate with cleanDocs.

About DocsCorp
DocsCorp designs
easy-to-use software
and services for
document professionals
who use enterprise
content management
systems. We provide
solutions for metadata
removal, document
processing, PDF
manipulation, and
document comparison.

Remove metadata to prevent leaks
More than 100 metadata types will be removed from document attachments at
sub-second speeds from emails sent from desktop and mobile users. This can be done
on an individual basis or by a company-wide security policy.

Contact us:
info@docscorp.com
docscorp.com

About DocsCorp
DocsCorp designs easy-to-use software and services for document professionals who
use enterprise content management systems. We provide solutions for metadata
removal, document processing, PDF manipulation, and document comparison.

Minimal disruption while working
cleanDocs is only invoked when the user presses the Send button. They will be advised
if any recipients breach access security policies. Successful emails will be cleaned of
metadata as part of the same process.

