iManage Enhances Security Policy Manager and Threat Manager with New
Threat Detection and Information Governance Capabilities
New features enable firms to better detect “smash and grab” attacks and
automate need-to-know security at scale
CHICAGO – May 1, 2018 – iManage, the company dedicated to transforming how professionals
work, today announced significant enhancements to its two core security and information
governance products, iManage Threat Manager and iManage Security Policy Manager. The new
features in the latest releases use cutting-edge digital technologies to better protect
confidential data from a variety of internal and external threats.
iManage Threat Manager—which utilizes machine learning to improve threat detection—now
adds AI to more accurately detect “smash and grab” threat patterns. Characterized by
abnormally high and intensive activity over a short time-frame, smash and grab attacks are a
common threat pattern that can result in large data losses. In addition, new end-user analysis
identifies areas of non-compliance which can then be targeted for remediation.
The new release of iManage Security Policy Manager—which manages need-to know security
and ethical walls at scale across iManage Work, file shares, time and billing and other systems—
offers the ability to use prior document access and billing activity to automatically exclude users
from working on opposing projects. This allows firms to easily onboard new clients while still
meeting their ethical responsibilities. The new release also improves the enforcement of needto-know security by automatically removing inactive users, enabling a professional services firm
to keep very tight control over who has access to highly sensitive content.
“Protecting client data is a top priority that receives our full commitment,” said Frank
Spadafino, Chief Information Officer, Hughes Hubbard & Reed. “iManage Threat Manager has
been an important part of our multilayered approach to security. With this release, its
functionality continues to grow even stronger and smarter, enhancing our ability to protect the
data our clients have entrusted to us.”
As professional services firms increasingly seek to use AI and other digital technologies to
transform the way they work, stronger security and information governance are emerging as
key requirements in these digital transformation initiatives.

“Governing and securing work product is non-negotiable for today’s professional services
firms,” said Ian Raine, Director of Product Management, iManage. “We have enhanced
iManage Security Policy Manager and Threat Manager with new features and capabilities that
help professional services firms minimize potential damage from common threats, without
hampering professionals’ productivity. This frictionless approach to security allows firms to
simultaneously work safer and smarter.”
The new version of Security Policy is now currently generally available. Threat Manager’s new
version will be available later this quarter.

Follow iManage via:
Twitter: https://twitter.com/imanageinc
Facebook: https://www.facebook.com/iManageinc/
Blog: https://imanage.com/blog/
Vimeo: https://vimeo.com/imanage
LinkedIn: https://www.linkedin.com/company/imanage

About iManage
iManage transforms how professionals in legal, accounting and financial services get work done
by combining the power of artificial intelligence with market leading document and email
management. iManage automates routine cognitive tasks, provides powerful insights and
streamlines how professionals work, while maintaining the highest level of security and
governance over critical client and corporate data. Over one million professionals at over 3,000
organizations in over 65 countries – including more than 2,000 law firms and 500 corporate
legal departments – rely on iManage to deliver great client work.
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